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3
Introduction
In SA #87, SA2 issued an LS asking SA3 asking whether security is needed between eRemote-UE and e-Relay-UE.  The exact question in SA2 LS is as follows:

“

As secure communication between eRemote-UE and eNB can be achieved with PDCP, is the secure communication between eRemote-UE and eRelay-UE over PC5 needed? 
“
In this contribution, we discuss whether security is needed between UE and eRelay-UE, and propose a recommendation to reply to the SA2 LS.  
4
Discussion

3GPP SA2 TR 23.733 specifies control and user plane communication between eRemote-UE and core network via layer eRelay-UE, as depicted in figures below. Upon successful authentication and establishment of AS security between the eRemoteUE and the Core Network, PDCP traffic is protected between eRemote-UE and eNB via layer 2 eRelay-UE.  
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Figure 5.1.1-1: User plane radio protocol stack for layer 2 evolved UE-to-Network relay (PC5)
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Figure 5.1.1-2: Control plane radio protocol stack for layer 2 evolved UE-to-Network relay (PC5)
Currently, there is no security specified between eRemote-UE and layer 2 eRelay-UE over the PC5 interface.  Lack of security association between eRemote-UE and eRelay-UE could introduce the possibility of DoS attacks which could prevent public safety personnel and law enforcement to send or receive mission critical messages.   The attacks are performed by a malicious eRelay-UE which is successfully placed itself between the eRemote-UE and a legitimate eRelay-UE.  In this case, the malicious eRemote-UE acts as a man-in-the middle attacker, presenting itself to eRemote-UE as a real eRelay-UE, and impersonating the eRemote-UE to the real eRelay-UE.  In successfully doing so, the malicious eRelay-UE will be able to place itself in the path of data traffic (user and control plane) between the eRemote-UE and eNB.

Security Threat 1:  Downlink (DL) PDCP traffic destined to eRemote-UE can be intercepted and dropped by the malicious eRelay-UE without of knowledge of the eRemote-UE.

Impact:  This will prevent Law enforcement or public safety personnel from receiving mission critical calls or messages and hence they will not be an able act to emergency calls or messages appropriately. 
Security Threat 2:   Uplink (UL) PDCP traffic from eRemote-UE can be dropped by the malicious eRelay-UE and hence will not reach the intended destination.

Impact:  This will prevent Law enforcement or public safety personnel from sending and receiving mission critical calls to the back-end office to request for help or report critical situations.  For example, the endangered firefighter in above scenario may not be able to update his correct location for outside firefighters or request any help from outside. An firefighter may not be able to send any emergency alert to all the group members.
Security Threat 3:   Fake Uplink (UL) PDCP traffic is generated by the malicious eRemote-UE on behalf of real eRemote-UE causing resource depletion in both eRelay-UE and eNB.  
Impact.  This would cause resource depletion (e.g., battery or compute process) in eRelay-UE preventing it from serving other legitimate UE. For example, malicious eRelay-UE may pump duplicate PDCP data to real eRelay-UE. Even if replay attack prevention techniques exist within the adaptation layer packet processing may negatively affect the ability to perform dissemination of radio resource allocations and updates within the order of seconds to meet the performance expectations of Public Safety users.
Observations
Observation 1: From user plane traffic confidentiality perspective, the current secure communication between eRemote-UE and eNB (achieved with PDCP) is adequate and hence no need for additional secure communication between eRemote-UE and eRelay-UE.

Observation 2:  Lack of security in PC5 communication may introduce DoS attacks introduced by a fake eRelay-UE successfully placed itself between eRemote-UE and eRelay-UE during (re)authentication of eRemote-UE to the core network.  Mitigation of DoS attacks, specified in this documents, are essential to provide a reliable network for public safety use cases.

Observation 3:   DoS attacks, specified in this document, cannot simply be prevented by ONLY securing PC5 communication between eRemote-UE and eRelay-UE.  This is because the Fake eRelay-UE is simply acting as a router and passing the traffic between the eRemote-UE and eRelay- UE without any PDCP packet modification.
Observation 4:  for eRemote-UE or eRelay-UE to detect the presence of a Fake eRelay-UE, eRemote-UE and eRelay-UE need to exchange certain information that can be known only to eRemote-UE and eRelay-UE over a secure communication between eRemote-UE and eRelay-UE. 
Proposal: The companion pCR S3-171911, proposes a solution where eRemote-UE and eRelay-UE can detect the presence a Fake eRelay-UE by establishing a security association between them and then run a Fake eRelay-UE detection Request/Response message.

5
Conclusion
It is proposed for SA3 to send a reply to the SA2 indicating that the current secure communication, achieved with PDCP, is adequate to provide user plane confidentiality between eRemote-UE and eNB.  
However, SA3 is concerned about certain DoS attacks that can negatively impact the operations of public safety personnel and law enforcement in emergencies situations.  These DoS attacks may be caused by a Fake eRelay-UE successfully inserting itself between eRemote-UE and eRelay-UE during (re)authentication of the eRemote-UE to the core network.  

The LS reply should note that SA3 is investigating solutions that can help eRemote-UE or eRelay-UE detect the presence of a Fake e-Relay-UE placed between eRemote-UE and eRelay-UE.  The potential solutions for Fake eRelay-UE detection will require a secure communication between eRemote-UE and eRelay-UE.
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